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MODULE 4: LOCAL PAYMENT INTEGRATION

LESSON 11: Integrating PayHere Checkout

Learning Objective

By the end of this lesson, you will integrate PayHere payment gateway into

your CeylonMart site and process test payments.

11.1 Creating the Checkout Page

Step 1: Create app/checkout/page.js

javascript

1. ‘use client”;
2.
3. import { useState } from react;



import { useRouter } from 'next/navigation;;

import Link from ‘next/link;

import Header from '@/app/components/Header’
import Footer from ‘@ /app/components/Footer’;
import { useCart } from '@/app/context/CartContext’;

// PayHere sandbox credentials (replace with yours)
const PAYHERE_MERCHANT_ID = 121XXX’; // Get from PayHere dashboard
const PAYHERE _SANDBOX _URL = 'https://sandbox.payhere.lk/pay/checkout’;

export default function CheckoutPage() {
const router = useRouter();
const { cart, cartTotal, clearCart } = useCart();
const [formData, setFormData] = useState({
firstName: ",
lastName: ",
email: ",
phone: ",
address: ",
city: ",
deliveryNotes: "
b

const [isProcessing, setlsProcessing] = useState(false);

if (cartlength === 0) {
router.push('/cart);

return null;

}

const handlelnputChange = (e) => {
const { name, value } = eitarget;
setFormData(prev => ({ ..prev, [name]: value }));
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const generateOrderld = () => {
return 'ORD-" + Date.now() + =" + Math.random().toString(36).substr(2, 9);
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const handlePayHerePayment = () => {

setlsProcessing(true);

// Generate unique order ID

const orderld = generateOrderld();

// Prepare payment data for PayHere
const paymentData = {
sandbox: true, // Use false for live
merchant_id: PAYHERE_MERCHANT_ID,

return_url:“${window.location.origin}/payment/success;,
cancel _url: ‘${window.location.origin}/payment/cancel,
notify _url:“${window.location.origin}/api/payment/notify’, // Well create this later

order_id: orderld,
itemns: cartmap(item => item.name).join(, ),

currency: LKR,

amount: (cartTotal + 250).toFixed(2), // Including shipping

first_name: formData.firstName,
last_name: formData.lastName,
email: formbData.email,
phone: formData.phone,
address: formData.address,
city: formData.city,
country: 'Sri Lankad,
// Custom parameters
custom _1: JSON.stringify (cart.map(item => ({
id: item.id,
quantity: item.quantity,
price: item.price
1))
L

// Create a form and submit to PayHere
const form = document.createElement(‘form’);
form.method = 'POST;

form.action = PAYHERE _SANDBOX_URL;
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Object.keys(paymentData).forach(key => {
const input = document.createtlement(input’);
input.type = hidden;
input.name = key;
input.value = paymentDatal[key];
form.appendChild(input);

D;

document.body.appendChild(form);
form.submit();

|7

const handleSubmit = (e) => {

e.preventDefault();

// Basic validation
const requiredFields = [firstName', lastName’, 'emaiil, ‘ohone’, ‘address), 'City'];
const missingFields = requiredFields.filter(field => IformDatalfield]);

if (missingFields.length > 0) {
alert(Please fill in all required fields’);

return;

}

// Proceed to payment
handlePayHerePayment();

%
return (
<div>

<Header />

<main style={{ padding: 2rem’, maxwidth: 1200px, margin: ‘0 auto' }}>
<hl style={{ fontSize: 2rem’, marginBottom: 2rem’' }}>Checkout</h1>

<div style={{
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display: ‘grid,
gridTemplateColumns: "2fr 1fr,,
gap: 2rem'’
3
{/* checkout Form */}
<div>
<form onSubmit={handleSubmit}>
<div style={{
backgroundColor: ‘white),
padding: 1.5rem),
borderRadius: '8px,
boxShadow: '0 2px 4px rgba(0,0,0,0.1)’,
marginBottom: 2rem’
1S

<h2 style={{ fontsize: 1.3rem’, marginBottom: Trem’ }}>Contact

Information</h2>
130.

<div style={{ display: ‘'grid, gap: Trem' }}>
<div style={{ display: 'grid, gridTemplateColumns: ‘Ifr 1fr', gap: Trem’ }}>
<div>
<label style={{ display: 'block, marginBottom: '0.5rem'’ }}>
First Name *
<[label>
<input
type="text"
name="firstName"
value={formData.firstName}
onChange={handleinputChange}
required
style={{
width: 100%),
padding: '0.75rem,
border: 'Ipx solid #cbdber,
borderRadius: '4px’

1}
/>
</div>
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<div>
<label style={{ display: 'block, marginBottom: ‘0.5rem'’ }}>
Last Naome *
</label>
<input
type="text"
name="lastName"
value={formData.lastName}
onChange={handlelnputChange}
required
style={{
width: 100%),
padding: '0.75rem),
border: Tpx solid #cbdber,
borderRadius: '4px’
3
/>
</div>
</div>

<div>
<label style={{ display: 'block’, marginBottom: '0.5rem’ }}>
Email Address *
</label>
<input
type="email’
name="email’
value={formData.email}
onChange={handleinputChange}
required
style={{
width: 100%/,
padding: '0.75rem,
border: 1px solid #cbdbel,
borderRadius: '4px’

1



188. />

189. </div>

190.

191. <div>

192, <label style={{ display: ‘block’, marginBottom: '0.5rem’ }}>

193. Phone Number *

194. </label>

195. <input

196. type="tel’

197. name="phone’

198. value={formData.phone}

199. onChange={handleinputChange}

200. required

201. placeholder="07X XXX XXXX"

202. style={{

203. width: 100%),

204. padding: '0.75rem,

205. border: Tpx solid #cbdbel,

206. borderRadius: '4px’

207. 1

208. />

2009. </div>

210. </div>

211. </div>

212.

213. <div style={{

214, backgroundColor: ‘white),

215. padding: 1.5rem),

216. borderRadius: '8px,

217. boxShadow: '0 2px 4px rgba(0,0,0,0.1)’,

218. marginBottom: 2rem’

219. b

220. <h2 style={{ fontSize: 1.3rem’, marginBottom: ‘Irem’ }} >Delivery
Address</h2>

221.

222. <div style={{ display: ‘'grid, gap: Trem' }}>

223. <div>
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<label style={{ display: 'block’, marginBottom: '0.5rem’ }}>
Address Line *
</label>
<input
type="text"
name="address"
value={formData.address}
onChange={handlelnputChange}
required
style={{
width: 100%,
padding: '0.75rem,
border: 'Tpx solid #cbdbeT,
borderRadius: '4px’
1
/>
</div>

<div style={{ display: 'grid, gridTemplateColumns: ‘Ifr 1fr', gap: Trem’ }}>
<div>
<label style={{ display: 'block, marginBottom: '0.5rem'’ }}>
City *
<[label>
<input
type="text"
name="city"
value={formData.city}
onChange={handleinputChange}
required
style={{
width: 100%),
padding: '0.75rem),
border: 1px solid #cbdber,
borderRadius: '4px’
I3
/>
</div>



261.

262. <div>

263. <label style={{ display: 'block, marginBottom: ‘0.5rem'’ }}>
264. Delivery Notes

265. </|qbe|>

266. <input

267. type="text"

268. name="deliveryNotes"

2609. value={formData.deliveryNotes}

270. onChange={handlelnputChange}

271. placeholder="E.g., Landmark, apartment number"
272. style={{

273. width: 100%),

274. padding: '0.75rem,

275. border: Tpx solid #cbdber,

276. borderRadius: '4px’

277. 1

278. />

279. </div>

280. </div>

28l. </div>

282. </div>

283.

284. <putton

285. type="submit

286. disabled={isProcessing}

287. style={{

288. width: 100%,

289. backgroundColor: isProcessing ? '#94a3b8': '#1e40af,
290. color: 'white,

291. border: 'none),

292. padding: Trem),

293. borderRadius: '4px,

294, fontSize: 1.Irem),

295. fontWeight: ‘bold),

296. cursor: isProcessing ? ‘not-allowed : ‘pointer’

297. 1
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>
{isProcessing ? 'Redirecting to PayHere...: Proceed to Payment'}
</button>
<[form>
</div>

{/* order summary */}
<div style={{
backgroundColor: ‘#f8fafc),
padding: 1.5rem),
borderRadius: '8px,
height: fit-content’
3

<h2 style={{ fontsize: 1.3rem’, marginBottom: ‘Irem’ }}>Order Summary</h2>

{cartmap(item => (
<div
key={item.id}
style={{
display: flex,
justifyContent: 'space-between,
marginBottom: '0.5rem),

fontSize: '0.9rem’

1

>

<span>{item.name} x {item.quantity}</span>

<span>Rs. {(item.price * item.quantity).toLocaleString()}</span>
</div>

N}

<div style={{
borderTop: 'Ipx solid #e2e8f0,
marginTop: Trem),
paddingTop: Trem’
3
<div style={{
display: flex,
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justifyContent: 'space-between),
marginBottom: '0.5rem’
>
<span>Subtotal</span>
<span>Rs. {cartTotal.tolLocalestring()}</span>
</div>

<div style={{
display: flex,
justifyContent: 'space-between),
marginBottom: '0.5rem’

>
<span>Shipping</span>
<span>Rs. 250</span>

</div>

<div style={{
display: flex,
justifyContent: 'space-between),
fontWeight: ‘bold),
fontSize: 1.2rem,
marginTop: Trem),
paddingTop: Trem),
borderTop: px solid #e2e8f0’
i
<span>Total</span>
<span>Rs. {(cartTotal + 250).toLocalestring()}</span>
</div>
</div>
</div>
</div>

</main>

<Footer />
</div>
)i



11.2 Creating Payment Notification Handler

PayHere sends a notification to your server after payment. We need to handle
this.

Step 1: Create app/api/payment/notify/route.js

javascript

j—

import { NextResponse } from ‘next/server;

2.

3. export async function POST(request) {

4. try{

5.  const formData = await request.formbData();
6. const data = Object.fromEntries(formData);
7.

8.

9.  consolelog(Payment Notification:, data);
10.

1.

12.  const {

13. merchant_id,

14. order_id,

15. payhere_amount,

16. payhere_currency,

17. status_code,

18. mdbsig

19. }=datq;

20.

21.

22. if (status_code === "2 {

23.

24.

N
o



26. // TODO: Update inventory

27.

28.  console.log('Payment successful for order: ${order_id});
29.

30. //You can access cart data from custom_1

3l. if (data.custom_1) {

32. const cartData = JSON.pqrse(dclto.custom_l);
33. console.log(‘Order items:, cartData);

34. '}

35. }elsef

36. //Payment failed

37.  console.log(Payment failed for order: ${order_id}, Status: ${status_code});
38. }

39.

40. // Always return success to PayHere

41.  return new NextResponse('OK;, { status: 200 });

42.

4

44, console.error('Poyment notification error:, error);

w

.} catch (error) {

45. return new NextResponse(Error, { status: 500 });
46. }
47. '}

11.3 Creating Payment Result Pages

Step 1: Create app/payment/success/page.js

javascript

"use client”;

1.

2

3. import { useEffect } from react;

4. import { useRouter } from 'next/navigation;
5

import Link from 'next/link’;



8. import Header from '@/app/components/Header’,

7. import Footer from ‘@/app/components/Footer;

8. import { useCart } from '@/app/context/CartContext;,
9

10. export default function PaymentSuccessPage() {
1.  const router = useRouter();
12. const { clearCart } = usecart();

14.  useEffect(() => {
15.  // Clear cart after successful payment
16. clearcart();

18.  // Optional: Send order confirmation email
19. // Optional: Track conversion
20. }, [clearCart]);

21.

22. return (

23.  <«div>

24.  <Header />

25.

26.  <main style={{ padding: '4rem 2rem’, textAlign: ‘center’, minHeight: '60vh' }}>
27. <div style={{ maxwidth: '500px, margin: '0 auto' }}>

28. <div style={{

29. fontSize: '4rem),

30. marginBottom: lrem),

3L color: '#059669'

32. i}

33.

34, </div>

35.

36. <hl style={{ fontSize: 2rem’, marginBottom: Trem’, color: '#059669' }}>
37. Payment Successful!

38. </[h1>

39.

40. <p style={{ color: ' #475569', marginBottom: 2rem, lineHeight: 1.6' }}>
41. Thank you for your purchase! We've received your order and will send you a

confirmation email shortly with delivery details.



42.
43.
44,
45,
46.
47.
48.
49.
50.

51.

52.
53.

54.

55.

56.

57.

58.

59.
60.

61.

62.
63.
64.
65.
66.
67.
68.
69.
70.

7.

72.
73.
74.

</p>

<div style={{
backgroundColor: ‘#{8fafc,
padding: 1.5rem),
borderRadius: '8px,
marginBottom: 2rem,
textAlign: ‘left’
e
<h3 style={{ marginBottom: ‘Irem’ }}>What happens next?</h3>
<ul style={{ paddingLeft: 1.5rem, color: '‘#475569' }}>
<li style={{ marginBottom: '0.5rem’ }}>v You'll receive an order confirmation
email</li>
<li style={{ marginBottom: '0.5rem’ }}>v We'll prepare your items for
shipping</li>

<li style={{ marginBottom: '0.5rem’ }}> v You'll get tracking information once
shipped</Ii>
<li>v Delivery within 2-3 business days (Colombo) or 3-5 days (other
areas)</li>
<[ul>
</div>
<Link
href="/products”
style={{
display: ‘inline-block,
backgroundColor: ‘#1e40af,
color: 'white,
padding: '0.75rem 2rem),
textDecoration: 'none),
borderRadius: '4px,
marginRight: Trem’
3
>
Continue Shopping
</Link>



75. <Link

76. href="/"

77. style={{

78. display: ‘inline-block,
79. color: '#1e40af,

80. padding: '0.75rem 2rem,
8l. textDecoration: 'none’
82. 1

83. >

84. Go to Home

85. <[Link>

86. </div>

87.  </main>

88.

89.  <Footer />

90. </div>

al. );

92. }

Step 2: Create app/payment/cancel/page.js

javascript

"use client”;

import Link from 'next/link;

import Header from '@/app/components/Header’

1.
2
3
4
5. import Footer from '@/app/components/Footer’;
6
7. export default function PaymentCancelPage() {

8. return (

9 <div>

10. <Header />

1.

12. <main style={{ padding: '4rem 2rem, textAlign: ‘center, minHeight: ‘60vh' }}>
13. <div style={{ maxwidth: '500px, margin: ‘0 auto' }}>

14. <div style={{

15. fontSize: '4rem),
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marginBottom: lrem),
color: '#dc2626'

3
X

</div>

<hl style={{ fontSize: 2rem’, marginBottom: Trem’, color: '‘#dc2626' }}>
Payment Cancelled
</h1>

<p style={{ color: ' #475569, marginBottom: "2rem, lineHeight: 1.6' }}>
Your payment was cancelled. No charges were made to your account.
</p>

<div style={{
backgroundColor: ‘#f8fafc),
padding: 1.5rem),
borderRadius: '8px,
marginBottom: 2rem’
3>
<h3 style={{ marginBottom: ‘Irem’ }}>Why was payment cancelled?</h3>
<p style={{ color: #475569'}}>
Payments can be cancelled for several reasons:
</p>
<ul style={{ paddingLeft: 1.5rem’, color: '‘#475569', textAlign: 'left }}>
<li>You clicked "Cancel’ on the payment page</li>
<li>Your bank declined the transaction</li>
<li>The payment session timed out</li>
<li>Insufficient funds</li>
</u|>
</div>

<div>
<Link
href="/cart"
style={{
display: ‘inline-block,



53. backgroundColor: ‘#1e40af,

54, color: 'white),

55. padding: '0.75rem 2rem,
56. textDecoration: 'none,
57. borderRadius: '4px,
58. marginRight: Trem’
59. 1

60. >

61. Return to Cart

62. </Link>

63.

64. <Link

65. href="/products’

66. style={{

67. display: ‘inline-block,
68. color: '#1e40af,

69. padding: '0.75rem 2rem),
70. textDecoration: 'none’
71. 1

72. >

73. Browse Products

74. </Link>

75. </div>

76. </div>

77. </main>

78.

79.  <Footer />

80. </div>

8l );

82. }

11.4 Testing the Payment Flow



Step 1: Add items to cart

Step 2: Go to checkout

Step 3: Fill in test details

Step 4: Click "Proceed to Payment’

Step 5: On PayHere sandbox page, use test card:

e Card: 4916 9300 0000 0000

e Expiry: 12/25 (any future date)
e CVV:123

e OTP: 123456

Step 6: Complete payment
Step 7: You should be redirected to success page

("4 Congratulations! You've integrated a real payment gateway!

11.5 Security Best Practices

DO NOT:

e ) Store Secret Key in frontend code
o X Trust client-side data without verification
e ) Skip MD5 signature verification in production

DO:

e [ Verify all notifications on server
e [74 Use environment variables for credentials
e [ Log all payment notifications

e [ Implement idempotency (prevent duplicate orders)



Lesson 11 Summary

PayHere integration requires sending form data
Always validate on server side

Handle both success and cancel scenarios
Test thoroughly in sandbox mode

Never expose sensitive keys

Practice Exercises

p—
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Add order summary email after successful payment
Implement MD5 signature verification for security
Create order history page for logged-in users
Challenge: Add support for multiple payment gateways
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